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SCHOOL DISTRICT OF BLACK RIVER FALLS 

School Board Policy 523.5 

HIPAA PRIVACY AND SECURITY POLICY 

The School District of Black River Falls (“District”) is committed to compliance with the 
health information privacy and security requirements set forth by federal law and the regulations 
of the U.S. Department of Health and Human Services. These requirements dictate that the 
privacy of protected health information (PHI) received by or generated through certain 
District employee health plans be protected from improper use or disclosure. Protected 
health information generally includes personally identifiable health information that is 
maintained by or on behalf of a HIPAA-covered health plan, including information in writing, 
electronic medium, and oral communications. Protected health information does not 
include health information that is maintained by the district in its role as an employer (e.g., 
information maintained in relation to FMLA or worker’s compensation).  The HIPAA 
security rule applies to personally identifiable health information that is in electronic form. 
The District’s Flexible Benefits Plan (the “Flex Plan”), which includes the accident and health 
reimbursement plan component (commonly known as “out of pocket health expenses”), and the 
District’s Health Insurance Plan are group health plans that must comply with the Privacy and 
Security Rules pursuant to the Health Insurance Portability and Accountability Act of 1996 
(“HIPAA”), the Health Information Technology for Economic and Clinical Health Act (the 
“HITECH Act”), and the implementing regulations of both laws. This includes compliance 
with HIPAA’s Privacy Rule, Security Rule, and Breach Notification Rule. The Plans must 
also comply with this Privacy and Security Policy. For purposes of this Policy, the District is 
the “Plan Sponsor” of the Plans. The Plan Sponsor is responsible for certifying that the plan 
documents have been amended to incorporate the provisions of this Policy to allow the Plans to 
disclose protected health information to the Plan Sponsor. 

Scope of HIPAA Compliance Obligations 

HIPAA’s Privacy Rule, Security Rule, and Breach Notification Rule apply directly to “covered 
entities” (which include health plans, health care providers that conduct electronic transactions 
that are regulated by HIPAA, and certain other types of entities).  These rules also apply directly 
to entities called “business associates,” which are entities that perform functions or services for 
covered entities that involve protected health information.   

Each of the Plans is a covered entity that is directly subject to HIPAA. Although the District is 
the sponsor of the Plans, the District itself is not a covered entity or business associate that is 
directly subject to HIPAA. Nevertheless, the District employees who help administer the Plans 
must comply with applicable HIPAA requirements. This HIPAA Privacy and Security Policy 
sets forth the HIPAA Privacy and Security policies for the Plans, as discussed in more detail 
below. This Policy is also applicable, as appropriate, to any employee health benefit plans added 
subsequent to the adoption of this Policy that are subject to HIPAA. 

As the Plan Sponsor, it is the District’s policy that the Plans will fully comply with their 
obligations under the Privacy, Security, and Breach Notification Rules.  As discussed below, the 
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HIPAA compliance obligations under the Privacy Rule are somewhat different for each of the 
Plans (both Plans are both fully subject to the Security Rule and Breach Notification Rule): 

Health Insurance Plan:  The Health Insurance Plan’s compliance obligations under the Privacy 
Rule are limited because it is an insured plan that has limited access to protected health 
information. This type of plan is sometimes referred to as a “hands-off” plan.  As a hands-off plan, 
the Health Insurance Plan provides benefits solely through a contract of insurance.  In addition, 
access to protected health information by the workforce of the Plan Sponsor is limited to the 
following: 

 Summary health information (as defined by the Privacy Rule) for purposes of obtaining 
premium bids or modifying, amending, or terminating the Plan 

 Enrollment and disenrollment information that does not include any substantial clinical 
information 

 Protected health information that is disclosed pursuant to a signed authorization that meets 
the requirements of the Privacy Rule 

Because the Health Insurance Plan’s access to protected health information is limited in this 
manner, it is excepted from the following requirements under the Privacy Rule: 

 Designation of a Privacy Official and contact person 

 Training 

 Safeguards 

 Complaint Procedure 

 Sanctions 

 Duty to mitigate 

 Policies and procedures 

These requirements do, however, apply to the insurer for the Health Insurance Plan, and the 
insurer is required to fully comply with the Privacy Rule. 

Although the requirements listed above do not apply directly to the Health Insurance Plan under 
HIPAA, the District may, at its discretion, voluntarily comply with these requirements in regard 
to the Health Insurance Plan. However, this Policy does not expand the District’s legal 
obligations for the Health Insurance Plan beyond what is required under the Privacy Rule. 

Flex Plan:  The Flex Plan does not qualify for the exception discussed above, so it is required to 
comply with the requirements of the Privacy Rule that are listed above. However, the Flex Plan 
is administered by a third-party administrator, which is the entity that is primarily responsible for 
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the use and disclosure of protected health information. Therefore, as with the Health Insurance 
Plan, workforce members of the Plan Sponsor have limited, if any, access to the protected health 
information of the Flex Plan. 

Purpose of HIPAA 

HIPAA legislation was passed to help govern the portability of health care coverage, especially 
in the area of preexisting conditions, and to create a more consistent health care delivery 
system. It provides for the standardized exchange of health information to make it easier for 
employees to change jobs without disrupting their health care. However, in order to ensure the 
privacy and security of employee health information, employers and their group health plans must 
comply with the HIPAA Privacy and Security Rules. 

Privacy and Security Official and Contact Person 

The Director of Business Services is designated as the Privacy and Security Official and contact 
person for both Plans. As the Privacy and Security Official, the Director of Business Services’ 
responsibilities will include development and implementation of these policies and related 
procedures, including taking reasonable and appropriate steps for internal compliance with the 
Privacy and Security Rules governing the protected health information of participating employees 
and their dependents and beneficiaries (“Plan members”) and receiving complaints. 

Privacy and Security Safeguards 

Privacy and security safeguards will be implemented to ensure the confidentiality, integrity, 
and availability of protected health information created, received, maintained, or transmitted 
by the Plan, including information in electronic form, whether it is being stored or transmitted. 
The Plan shall implement and maintain these policies and related procedures to manage the 
selection, development, implementation, and maintenance of security measures to protect 
health information and manage the conduct of the District employees in relation to the 
protection of the protected health information as follows: 

(1) Authorization. Only District employees designated by the Privacy and 
Security Official as requiring access to protected health information will be 
given such access. Access to protected health information will be provided to 
those who perform duties related to the payment, treatment, or health care 
operations of the Plans. These employees may use or disclose protected health 
information necessary to perform their duties for the Plans without express 
authorization from the Plan member, provided such use or disclosure is 
consistent with this Policy and HIPAA. Protected health information shall not be 
disclosed to other employees or to other components within the organization. In 
addition, access to protected health information for the Health Insurance Plan 
will consistent with the “hands-off” nature of the Plan (i.e., it will be limited to 
summary health information, enrollment and disenrollment information, and 
information provided pursuant to an authorization, as discussed above). 
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(2) Training. District employees, including management, authorized to use and 
disclose protected health information will receive training, including privacy and 
security awareness, at a minimum by providing them with a copy of this Policy 
and documenting that they have reviewed the Policy and will subsequently review 
it (at a minimum) on an annual basis. 

(3) Response, Reporting, and Sanctions. Issues of non-compliance with this 
Policy or the Privacy and Security Rules must be reported promptly upon 
discovery to the Privacy and Security Official. Where appropriate, the Privacy 
and Security Official shall report issues to the District Administrator for 
appropriate action, which may include sanctions for violations of the Privacy 
Rule, Security Rule, the Breach Notification Rule, or this Policy. The Privacy 
and Security Official shall respond to suspected or known issues of non-
compliance, including security incidents (as defined by HIPAA) and incidents 
involving the unauthorized use or disclosure of PHI, in an appropriate manner 
and as required by HIPAA. If any issue involves a use or disclosure of PHI in 
violation of HIPAA or this Policy, the Privacy and Security Official shall take 
steps to mitigate, to the extent possible, any harmful effects of the use or 
disclosure that become known. The Privacy and Security Official shall maintain 
documentation of any suspected or known violations of HIPAA or this Policy 
to the extent required for the Plan to comply with its obligations under HIPAA.  

(4) Breach Notification. The Plans shall comply with the Breach Notification 
Policy, which is attached as Exhibit A, including the training requirements of 
that policy. 

(5) Physical Safeguards. Plan members’ protected health information shall be 
secured in a locked file cabinet used solely for the purpose of storing this 
information. Paper documents containing protected health information shall be 
shredded before being discarded. Electronic files containing protected health 
information, if any, shall be password protected. Unattended work stations and 
terminals will prevent unauthorized access to protected health information by 
closing files when not at the computer. A facsimile machine used to transmit 
and receive protected health information shall be in a secure location. Physical 
access to systems containing electronic protected health information shall be 
limited, as reasonable and appropriate, to individuals authorized to use those 
systems. 

(6) Technical Safeguards. To the extent protected health information is maintained 
electronically, access to electronic information systems or software programs 
will be provided to only those persons who have been granted access rights. 
Any devises that are used to copy, store, maintain, or transmit PHI (e.g., 
computers, electronic media, fax machines, copy machines, printers, scanners) 
shall be thoroughly scrubbed of any PHI prior to disposal, return of the devices 
to a leasing company, or repurposing of the devices for a function that no longer 
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involves PHI. In addition, the Plan shall limit (as reasonable and practical) its 
use of such devices in relation to PHI. 

Procedures for controlling and tracking the handling of hardware and software 
(including the use of unique user identification), and for data backup, storage, 
and disposal shall be implemented, as appropriate. This includes the receipt, 
handling, and disposal of health information. The District shall have a 
contingency plan to maintain the continuity of operations in an emergency or 
disaster, and to enable recovery of data following disaster or other incident that 
results in a loss of data. An annual internal audit of data security will be 
conducted, including review of records of information system activity, 
execution or revision of security measures to protect data (as appropriate), 
review of personnel compliance with policies and procedures, and data 
authentication. 

(7) Minimum Necessary. When using, disclosing, or requesting PHI, the Plans 
shall take reasonable and appropriate steps to ensure that only the minimum 
amount of PHI necessary is used, disclosed, or requested, consistent with 
HIPAA’s minimum-necessary rule. 

(8) Documentation. The Plans will maintain appropriate documentation as required 
by the Privacy, Security, and Breach Notification Rules. Consistent with those 
requirements, documentation shall generally be retained for a period of six 
years from the date of creation of the documentation or the date when the 
documentation was last in effect (whichever is later). Documentation will be 
made available to the persons responsible for implementing the procedures to 
which the documentation pertains. The Privacy and Security Official shall 
periodically review and update, as appropriate, the Plans’ documentation. 

Authorizing Use and Disclosure of Protected Health Information 

Written authorization will be required to use a Plan member’s protected health information or 
to disclose it to anyone for any purpose except as noted in “Uses and Disclosure of Protected 
Health Information.” If the Plan member provides written authorization, the Plan member may 
revoke it at any time. 

The Plan member may appoint a representative to act on his/her behalf. Information will only be 
disclosed to the formally appointed representative designated by the Plan member. A written 
designation of such must be provided to the Privacy and Security Official. If there is a suspicion 
that an individual appointed as a personal representative may be subjecting the Plan member to 
abuse, neglect, or domestic violence or that it may endanger the Plan member or not be in the 
best interest of the Plan member if information is disclosed the representative, the Privacy and 
Security Official should be notified.  In such circumstances, the Privacy and Security Official 
shall review the applicable HIPAA Privacy Rule standards and make a determination regarding 
whether disclosures will be made to the personal representative. 
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Uses and Disclosure of Protected Health Information 

The Plans are permitted or required to use or disclose protected health information without the 
Plan member’s written authorization, or permission, under the following specific circumstances 
(although the Health Insurance Plan’s use of protected health information must be consistent 
with the “hands off” nature of the Plan, as discussed above): 

(1) For Treatment. Treatment includes providing, coordinating, or managing health 
care by one or more health care providers or doctors. 

(2) For Payment. Payment includes activities by the Plans, other plans, or providers 
to obtain premiums, make coverage determinations and provide reimbursement 
for health care. 

(3) For Health Care Operations. Health care operations include activities by the 
Plans (and in limited circumstances other plans or providers) such as wellness 
and risk assessment programs, quality assessment and improvement activities, 
customer service, and internal grievance resolution. 

(4) As Required by Law. The Plans may use or disclose a Plan member’s protected 
health information when required to do so by law, including disclosures to 
worker’s compensation and specialized government or military functions and 
investigations. 

(5) Disclosure to Plan Sponsor. The Plans may disclose protected health 
information to the Plan Sponsor if the Plan Sponsor has taken the steps 
necessary for such disclosures to be permissible under HIPAA, including 
amending the Plan document to allow for such disclosures, certifying to the 
Plan that it has made and will abide by those amendments, and establishing a 
firewall between those employees who have access to PHI and those who do 
not. The Plan Sponsor may only use the information to perform plan 
administration functions as they apply to the Plan member’s Reimbursement 
Plan(s) and may not use the information for employment-related purposes. 

(6) Disclosure to Family and Friends. If a Plan member is unable to 
communicate in an emergency or disaster relief, the Plans may disclose 
protected health information to a family member or friend to the extent 
necessary to facilitate the reimbursement of the Plan member’s health care. 

(7) For Public Health and Safety. To the extent permissible under HIPAA, 
the Plans may disclose a Plan member’s protected health information when 
necessary to prevent a serious threat to the Plan member’s health or the health 
and safety of others. This may include disclosures to prevent or control disease 
injury or disability; to report births and deaths; to report child abuse or neglect; 
to report reactions to medications or problems with products; to notify people 
of recalls of products they may be using; to notify a person who may have been 
exposed to a disease or may be at risk for contracting or spreading a disease or 
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condition; or to notify the appropriate government authority if the Plan believes 
that a patient has been the victim of abuse, neglect, or domestic violence (this 
disclosure is allowed only if agreed to by the individual or required or 
authorized by law). 

Plan Member's Rights and Obligations  

The Plan member has the following rights regarding protected health information as described in 
more detail in the Privacy and Security Notice: 

 The right to request restrictions on certain uses and disclosures of protected health 
information. The Plans are not required to agree to a requested restriction, 
however, except for requests to restrict disclosure for payment and health care 
operations where the health care provider has been paid out of pocket in full. 

 The right to receive confidential communications of protected health information in 
certain circumstances. 

 The right to inspect and copy protected health information in a designated record set. 
Such a request must be done in writing. Within thirty business days of a written request 
by a Plan member for access to his or her protected health information, the Plan will 
make such information available to the Plan member or his or her representative (who 
has been adequately identified and authorized to receive the information) for so long as 
such information is maintained by the Plans. The Plan shall inform the Plan member of 
the acceptance of the request and provide access to the Plan member for inspection or 
copying of the protected health information at an agreeable time and location, or mail 
the copy of the information at the Plan member’s request. In the case that the protected 
health information is used or maintained in an electronic form, the member has a right to 
obtain a copy in an electronic format. The Plan may impose a reasonable, cost-based fee 
on the Plan member for labor for copying (whether paper or electronic copies are 
requested), postage, supplies for creating a paper copy, electronic media if the individual 
requests that an electronic copy be provided on electronic media, and preparing a 
summary (but the fee for a summary must be agreed to in advance by the individual).. 

 The right to amend protected health information in a designated record set that is 
inaccurate or incomplete. The Plans shall act on a Plan member’s request for an 
amendment no later than sixty days after receipt of such a request. If the Plan accepts 
the requested amendment, it shall make such amendment, inform the Plan member 
that the amendment is accepted, and obtain information and agreement from the Plan 
member to notify the relevant persons with whom the amendment needs to be shared. 
If the Plan denies the request to amend protected health information, in whole or in 
part, it shall provide the Plan member with a timely, written denial. The denial shall 
include the basis for the denial, a statement of the Plan member’s right to submit a 
written statement disagreeing with the denial and how to file such a statement; a 
statement that if the Plan member does not submit a statement of disagreement, the 
Plan member may request that the Plan provide the Plan member’s request for 
amendment and the denial with any future disclosures of the protected health 
information that is the subject of the amendment; and a description of how the Plan 
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member may complain to the Plan or the Secretary of the U.S. Department of Health 
and Human Services. 

 The right to receive an accounting of certain disclosures of protected health information 
for up to six years prior to the date on which the accounting is requested. No later than 
sixty days after receipt of a written request, the Plan shall provide the Plan member with 
an accounting of the disclosures of protected health information as required by law. The 
Plan will provide the following information: (a) the date of the disclosure; (b) the name 
of the entity or person who received the protected health information, and if known, the 
address of such entity or person; (c) a brief description of the protected health 
information disclosed; and (d) a brief statement of the purpose of such disclosure that 
includes an explanation of the basis for such disclosure. Disclosures made to the Plan 
member, or for the purpose of carrying out treatment, payment, or health care operations, 
or pursuant to an authorization, or incident to a use or disclosure otherwise permitted, 
will not be included in such accounting. Different rules apply in regard to accountings of 
disclosures for information that is stored in an electronic health record, and the Plan will 
comply with those requirements to the extent there is a request for an accounting of 
disclosures that involves any such information. 

 The right to obtain a paper copy of the Plan’s notice of privacy practices upon request. 
For the Health Insurance Plan, copies of the notice of privacy practices may be obtained 
from the insurer. 

Plan Obligations 

 The Plans are required by law to maintain the privacy and security of protected health 
information and to provide the Plan member with notice of their legal duties, privacy, and 
security practices with respect to protected health information, and, no less frequently 
than once every three years, notify Plan members of the notice and how to obtain a copy 
of the notice. The insurer for the Health Insurance Plan will provide the notice of privacy 
practices for that plan. 

 The Plans are required to abide by the terms of this Policy and the notice of privacy 
practices currently in effect. 

 The Plans are required to notify a Plan member of a breach of his or her protected 
health information, as required by the Breach Notification Rule. 

 The Plans reserve the right to change the terms of this Policy and their notice of privacy 
practices. The new provisions will be effective for all protected health information that 
maintained by the Plans. The Plans reserve the right to make changes to this Policy 
effective retroactively. 

 The Plans will provide the Plan member with a revised notice of privacy practices if 
there is a material change to the privacy and security practices described in that 
notice. The Plans shall abide by any applicable legal requirements in regard to the 
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timing for providing such a revised notice. For the Health Insurance Plan, the 
revised notice of privacy practices will be provided by the insurer. 

 The Plans will ensure that any agents, including subcontractors to whom the Plans 
provide protected health information, agree to the same restrictions and conditions 
that apply to the Plans with respect to protected health information, including by 
executing a HIPAA-compliant business associate agreement when required to do so 
under HIPAA. 

Security Rule Risk Analysis 

The Plans have no employees, and all of the Plans’ functions, including creation and 
maintenance of records, are carried out by employees of the Plan Sponsor and by business 
associates and insurers of the Plans. The primary entities responsible for the creation, 
maintenance, use, and disclosure of electronic PHI are the third-party administrator for the 
Flex Plan and the insurer for the Health Insurance Plan. The Plan Sponsor has limited, if 
any, access to electronic PHI. 

The Plans have conducted a security risk analysis that takes into account the following: 

 The size, complexity, and capabilities of the Plans 

 The Plans’ technical infrastructure, hardware, software, and security capabilities 

 The costs of security measures 

 The criticality of the electronic PHI potentially affected 

On the basis of this analysis, the Plans have adopted appropriate security policies, as 
outlined in this Policy. These include policies pertaining to workforce members of the Plan 
Sponsor who assist in the administration of the Plans. However, because the primary entities 
responsible for the Plans’ electronic PHI are the third-party administrator and the insurer, 
the Plans rely on those entities for compliance with the Security Rule, including the 
following security standards: 

 Security management process 

 Workforce security 

 Information access management 

 Security awareness and training 

 Security incident procedures 

 Contingency plan 

 Evaluation 
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 Facility access controls 

 Workstation use 

 Workstation security 

 Device and media controls 

 Access control 

 Audit controls 

 Integrity 

 Person or entity authentication 

 Transmission security 

The HIPAA security policies and procedures of the insurer and the third-party administrator 
for electronic PHI of the Plans for the standards listed above are adopted by the Plans. 

No Third-Party Rights 

No third-party rights (including but not limited to rights of Plan members or their 
beneficiaries or covered dependents) are intended to be created by this Policy. To the extent 
that this Policy establishes requirements and obligations above and beyond those required 
by HIPAA, the Policy shall be aspirational and shall not be binding upon the Plans. 

Complaints 

A Plan member may complain to the Plans and to the Secretary of the U.S. Department of 
Health and Human Services (HHS), without fear of retaliation by the organization, if the Plan 
member believes his or her rights have been violated. The Plan member may file a written 
complaint with the Privacy and Security Official, the Director of Business Services, or submit a 
written complaint to HHS. 

LEGAL REF.:  42 U.S.C. s. 1320d-1329d 
45 C.F.R. Parts 160 and 164 

 
CROSS REF.: 523.5 Exhibit - Notice of HIPAA Privacy Practices 
 
APPROVED: May 17, 2004 
 
REVISED: July 16, 2007 September 23, 2013
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HIPAA BREACH NOTIFICATION  
POLICY AND PROCEDURES 

 

I. INTRODUCTION 
This HIPAA Breach Notification Policy and Procedures (the “Policy”) pertains to the HIPAA-
covered health plans of the School District of Black River Falls (collectively referred to as the 
“Plan”).  This Policy relates to the Plan’s breach notification policy and procedures when any 
impermissible or unauthorized access, acquisition, use and/or disclosure of the Plan’s protected 
health information occurs.  This Policy implements the Plan’s responsibilities in accordance with 
HIPAA and the Breach Notification Rule. 
 
This Policy is effective September 23, 2013 and supplements the Plan’s HIPAA Privacy Policy 
and Procedures.   
 
II. DEFINITIONS 
Access:  means the ability or the means necessary to read, write, modify, or communicate data/ 
information or otherwise use any system resource. 
 
Breach:  means the acquisition, access, use, or disclosure of protected health information (PHI) 
in a manner not permitted under the Privacy Rule which compromises the security or privacy of 
the PHI.  An acquisition, access, use, or disclosure of PHI in a manner not permitted under the 
Privacy Rule is presumed to be a breach unless the Plan demonstrates that there is a low 
probability that the PHI has been compromised based on a risk assessment of at least the 
following factors: 

1. The nature and extent of the protected health information involved, including the types of 
identifiers and the likelihood of re-identification;  

2. The unauthorized person who used the protected health information or to whom the 
disclosure was made;  

3. Whether the protected health in-formation was actually acquired or viewed; and  
4. The extent to which the risk to the protected health information has been mitigated. 

 
“Breach” excludes: 

1. Any unintentional acquisition, access or use of PHI by a workforce member or person 
acting under the authority of the Plan or a business associate of the Plan if such 
acquisition, access, or use was made in good faith and within the scope of authority and 
does not result in further use or disclosure in a manner not permitted under the Privacy 
Rule. 

2. Any inadvertent disclosure by a person who is authorized to access PHI at the Plan or a 
business associate of the Plan to another person authorized to access PHI at the Plan or 
the same business associate of the Plan, or organized health care arrangement in which 
the Plan participates, and the information received as a result of such disclosure is not 
further used or disclosed in a manner not permitted under the Privacy Rule. 

3. A disclosure of PHI where the Plan or a business associate of the Plan has a good faith 
belief that an unauthorized person to whom the disclosure was made would not 
reasonably have been able to retain such information. 
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Disclosure:  means the release, transfer, provision of, access to, or divulging in any other 
manner of information outside the entity holding the information. 
 
HIPAA:  means the Health Insurance Portability and Accountability Act of 1996, as amended 
and as implemented by the Department of Health and Human Services Regulations, including the 
Privacy Rule, the Security Rule and the Breach Notification Rule. 
 
HSS:  means the United States Department of Health and Human Services. 
 
Individually identifiable health information:  means that information that is a subset of health 
information, including demographic information collected from an individual, and is created or 
received by a health care provider, health plan, employer, or health care clearinghouse; and 
relates to the past, present, or future physical or mental health or condition of an individual; the 
provision of health care to an individual; or the past, present, or future payment for the provision 
of health care to an individual; and identifies the individual; or with respect to which there is a 
reasonable basis to believe  the information can be used to identify the individual. 
 
Law enforcement official:  means any officer or employee of an agency or authority of the 
United States, a State, a territory, a political subdivision of a State or territory, or an Indian tribe, 
who is empowered by law to investigate or conduct an official inquiry into a potential violation 
of law; or prosecute or otherwise conduct a criminal, civil, or administrative proceeding arising 
from an alleged violation of law. 
 
Protected health information or PHI:  means individually identifiable health information that 
is:  transmitted by electronic media; maintained in electronic media; or transmitted or maintained 
in any other form or medium. 
 
Secretary:  means the Secretary of HHS or his designee. 
 
Security Rule:  means the Security Standards and Implementation Specifications at 45 CFR Part 
160 and 164, Subpart C. 
 
Unsecured protected health information or unsecured PHI:  means PHI that is not rendered 
unusable, unreadable, or indecipherable to unauthorized persons through the use of technology or 
methodology specified by the Secretary in the guidance issued under section 13402(h)(2) of 
Public Law 111-5.  
 
Workforce:  means employees, volunteers, trainees, and other persons whose con-duct, in the 
performance of work for the Plan, is under the direct control of such entity, whether or not they 
are paid by the covered entity. 
 
III. BREACH DISCOVERY, INVESTIGATION AND RISK ASSESSMENT 

A. Discovery of Breach:  A breach of PHI shall be treated as “discovered” as of the 
first day on which such breach is known to the Plan, or, by exercising reasonable 
diligence would have been known to the Plan (including breaches by the Plan’s 
business associates).  The Plan shall be deemed to have knowledge of a breach if 
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the breach is known or by exercising reasonable diligence would have been known, 
to any person, other than the person committing the breach, who is a workforce 
member or agent of the Plan.   

 
 Following the discovery of a possible breach, the organization shall begin an 

investigation; conduct a risk assessment; and, based on the results of the risk 
assessment, begin the process to notify each individual whose PHI has been, or is 
reasonably believed by the Plan to have been, accessed, acquired, used, or disclosed 
as a result of the breach.  The Plan also shall begin the process of determining what 
external notifications are required.  

 
B. Breach Investigation:  The Plan shall name an individual to act as the investigator 

of the possible breach.  The investigator may be the Plan’s privacy officer.  The 
investigator shall be responsible for the management of the breach investigation, 
completion of a risk assessment, documenting those actions, and coordinating with 
others in the organization and legal counsel as appropriate.  The investigator also 
shall be the key facilitator for all breach notifications to the appropriate entities.  All 
documentation related to the breach investigation, including the risk assessment, 
shall be retained for a minimum of six years. 

 
C. Risk Assessment:  For an acquisition, access, use or disclosure of PHI to constitute 

a breach, it must be in violation of the Privacy Rule and not fall within one of the 
exceptions to the definition of a breach (see breach definition, above).  In addition, 
for a breach to require notice under the Breach Notification Rule, it must involve 
unsecured PHI.   
 
To determine if an impermissible use or disclosure of unsecured PHI constitutes a 
breach and requires notification to the affected individual(s) and other appropriate 
entities, the Plan must conduct a risk assessment to determine whether there is a low 
probability that the PHI has been compromised.  The risk assessment must consider 
at least the following factors: 

1. The nature and extent of the protected health information involved, 
including the types of identifiers and the likelihood of re-identification;  

2. The unauthorized person who used the protected health information or to 
whom the disclosure was made;  

3. Whether the protected health in-formation was actually acquired or 
viewed; and  

4. The extent to which the risk to the protected health information has been 
mitigated. 

 
The Plan will document the risk assessment as part of the investigation.  An 
acquisition, access, use, or disclosure of PHI in a manner not permitted under the 
Privacy Rule is presumed to be a breach unless the Plan demonstrates, based on the 
risk assessment, that there is a low probability that the PHI has been compromised.  
The Plan may consult the preamble to the final Breach Notification Rule 
regulations, which provides additional details regarding how to conduct the risk 
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assessment.  See 78 Fed. Reg. 5566, 5642-43 (Jan. 25, 2013) 
(http://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf).  Based on the 
outcome of the risk assessment and the determination of whether the breach (if any) 
involved unsecured PHI, the Plan will determine the need to provide any breach 
notification.   

 
IV. BREACH NOTIFICATION 

A. Timeliness of Notification:  Upon determination that breach notification is required, 
the notice shall be made without unreasonable delay and in no case later than 60 
calendar days after the discovery of the breach by the Plan or the business associate 
involved.  It is the responsibility of the Plan to document that all notifications were 
made as required, including documenting evidence of the necessity of any delay in 
providing a required notification. 

 
B. Delay of Notification for Law Enforcement Purposes:  If a law enforcement official 

states to the Plan that a notification, notice, or posting would impede a criminal 
investigation or cause damage to national security, the Plan shall: 
1. if the statement is in writing and specifies the time for which a delay is required, 

delay such notification, notice, or posting of the timer period specified by the 
official; or  

2. if the statement is made orally, document the statement, including the identity of 
the official making the statement, and delay the notification, notice, or posting 
temporarily and no longer than 30 days from the date of the oral statement, unless 
a written statement as described above is submitted during that time. 

 
C. Content of the Notice:  The notice shall be written in plain language and include the 

following information: 
1. a brief description of what happened, including the date of the breach and the date 

of the discovery of the breach, if known;  
2. a description of the types of unsecured protected health information that were 

involved in the breach (such as whether full name, social security number, date of 
birth, home address, account number, diagnosis, disability code or other types of 
information were involved); 

3. any steps individuals should take to protect themselves from potential harm 
resulting from the breach;  

4. a brief description of what the Plan is doing to investigate the breach, to mitigate 
harm to individuals, and to protect against further breaches; and  

5. contact procedures for individuals to ask questions or learn additional 
information, which includes a toll-free telephone number, an e-mail address, Web 
site, or postal address. 

 
D. Methods of Notification:  The method of notification will depend on the individuals/ 

entities to be notified.  The following methods must be utilized accordingly: 
 
1. Notification to Individual(s):  Notice shall be provided promptly and in the 

following form: 
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(a) Written Notice:  Written notification by first-class mail to the individual 
at the last known address of the individual or, if the individual agrees to 
electronic notice and such agreement has not been withdrawn, by 
electronic mail. The notification shall be provided in one or more 
mailings as information is available.  If the Plan knows that the 
individual is deceased and the Plan has the address of the next of kin or 
personal representative of the individual, written notice shall be given by 
first-class mail to the next of kin or person representative.  

(b) Substitute Notice:  In the case where there is insufficient or out-of-date 
contact information (including a phone number, email address, etc.) that 
precludes direct written or electronic notification, a substitute form of 
notice reasonably calculated to reach the individual shall be provided.  A 
substitute notice need not be provided in the case in which there is 
insufficient or out-of-date contact information that precludes written 
notification to the next of kin or personal representative. 
i. In the case in which there is insufficient or out-of-date contact 

information for fewer than 10 individuals, the substitute notice may 
be provided by an alternative form of written notice, telephone, or 
other means.  

ii. In the case in which there is insufficient or out-of-date contact 
information for 10 or more individuals, the substitute notice shall be 
in the form of either a conspicuous posting for a period of 90 days on 
the home page of the Plan’s website, or a conspicuous notice in a 
major print or broadcast media in the Plan’s geographic areas where 
the individuals affected by the breach likely reside.  The notice shall 
include a toll-free number that remains active or at least 90 days 
where an individual can learn whether his or her PHI may be 
included in the breach. 

(c) Urgent Situations:  If the Plan determines that notification requires 
urgency because of possible imminent misuse of unsecured PHI, 
notification to individuals may be provided by telephone or other means, 
as appropriate in addition to the methods noted above.  

 
2. Notification to Media:  Notice shall be provided to prominent media outlets 

serving Wisconsin when the breach of unsecured PHI affects more than 500 
patients.  The Notice will be made in the form of a press release.  

 
3. Notification to Secretary of HHS:  Notice shall be provided to the Secretary of 

HHS as follows below.  The Secretary shall make available to the public on the 
HHS Internet website a list identifying covered entities involved in all breaches in 
which the unsecured PHI of more than 500 patients is accessed, acquired, used, or 
disclosed. 
(a) For breaches involving 500 or more individuals, the Plan shall notify the 

Secretary of HHS as instructed at www.hhs.gov at the same time notice is 
made to the individuals.  
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(b) For breaches involving fewer than 500 individuals, the Plan will maintain a 
log of the breaches and, not later than 60 days after the end of the calendar 
year, provide notification to the Secretary off HHS of any breaches 
discovered during the preceding calendar year.  This notice shall be 
provided in the manner specified on the HHS Web site. 

 
4. Maintenance of Breach Log:  In addition to the reports created for each incident, 

the Plan shall maintain a process to record or log all breaches of unsecured PHI 
regardless of the number of individuals affected.  The following information 
should be collected and logged for each breach:  
 
(a) a description of what happened, including the date of the breach, the date of 

the discovery of the breach, and the number of individuals affected, if 
known;  

 
(b) a description of the types of unsecured protected health information that 

were involved in the breach (such as full name, social security number, date 
of birth, home address, account number);  

 
(c) a description of the action taken with regard to notification of individuals 

regarding the breach; and  
 
(d) steps taken to mitigate the breach and prevent future occurrences. 

 
V. BUSINESS ASSOCIATES 

Any business associate of the Plan that accesses, maintains, retains, modifies, records, 
stores, destroys, or otherwise holds, uses, or discloses unsecured protected health 
information shall, without unreasonable delay and in no case later than 60 calendar days 
after discovery of a breach, notify the Plan of the breach.  The notice shall include the 
identification of each individual whose unsecured protected health information has been, 
or is reasonably believed by the business associate to have been, accessed, acquired, or 
disclosed during such breach.  The business associate also shall provide the Plan with any 
other available information that the Plan is required to be included in a notification to the 
individual at the time of the notification or promptly thereafter as information becomes 
available.  Upon notification by the business associate of discovery of a breach, the Plan 
will be responsible for notifying affected individuals and other appropriate entities. 

 
VI. OTHER REQUIREMENTS 

A. Workforce Training:  The Plan shall train all members of its workforce on the policies 
and procedures with respect to PHI as necessary and appropriate for the members to carry 
out their job responsibilities.  Workforce members shall also be trained as to how to 
identify and report breaches within the organization.  

 
B. Complaints:  Individuals may make complaints concerning the organization’s privacy 

policies and procedures or its compliance with such policies and procedures to either the 
Plan’s Privacy Officer or the General Manager.  Individuals have the right to complain 
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about the organization’s breach notification processes.  Complaints shall be made in 
writing or by e-mail. 

 
C. Sanctions:  The Plan will apply appropriate sanctions, including termination of 

employment, against members of its workforce who fail to comply with privacy policies 
and procedures.  

 
D. Retaliation/Waiver:  The Plan will not intimidate, threaten, coerce, discriminate against, 

or take other retaliatory action against any individual for the exercise by the individual of 
any privacy right.  The Plan will not require individuals to waive their privacy rights 
under as a condition of the provision of treatment, payment, enrollment in a health plan, 
or eligibility for benefits. 

 


